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Abstract. LULA is Ring0 Labs’ research family of hash-based signature
schemes. This first paper presents LULA I, a deterministic signer accel-
erated by reusable caches. For successfully generated keys and honest
prepared, restored or absent caches, we prove reference-signer agreement
on termination and returned signature bytes. An atomic rollback simula-
tion transfers an applicable reference bound without signing-query loss;
the complete reference-signer bound remains open. Signatures are 5,720
bytes; cache payload is approximately 72 MiB. On one host, prepared-
signing medians were 3.56–3.64 ms across three message lengths. Three
individual first signatures after cache loss took 330.049–337.563 s.

Keywords: Hash-based signatures · Rollback · Caching · WOTS+C ·
FORS+C

1 Introduction

LULA is Ring0 Labs’ research family of hash-based signature schemes. This first
paper presents LULA I and studies how honest cache restoration affects the
signing function and its computation cost.

An adaptive adversary may obtain signatures from several executions of the
same signer, each resumed from an older snapshot. The adversary retains the
union of signatures published across these executions. A resource that appears
unused after restoration may already have been exposed in another branch. Con-
sequently, protecting a local consumption counter does not by itself protect a
hash-based signing key against restoration.

The question studied here is whether mutable state can accelerate a hash-
based signer without controlling which authorization resources it consumes.
LULA I answers a restricted version constructively: its cache stores computa-
tions for a single deterministic reference signing function. Whenever signing ter-
minates, the same message and key produce the same signature after an honest
cache restoration, after cache deletion, or with caching disabled. Any unforge-
ability claim after restoration remains conditional on an applicable bound for
the common reference signer.

The intended use objective is 240 signing queries across all branches, condi-
tional on a full reference-signer bound that has not yet been established. The
FORS+C component analysis appears in Section 4.7.
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A large upper Merkle tree can be computed once and retained, while signing
recomputes only smaller lower trees. Counters used to search for acceptable
WOTS+C digests can also be prepared for message-independent child roots.
Counter selection must be canonical: two counters for the same root can select
different digests. Caching a counter without specifying its recomputation rule can
therefore introduce the multiple-exposure problem that caching was intended to
avoid.

Stateless hash-based signatures, their caches, and counter-based compression
are established techniques. SPHINCS+ supplies the underlying FORS/hypertree
architecture [3]; SPHINCS+C supplies compressed component designs [8];
Gravity-SPHINCS already uses secret-key caching [2]. LULA I combines these
components with canonical counters and a reusable top-tree cache.

Cache loss changes computation time even when signature bytes are pre-
served. The height-21 cached top tree requires billions of compressions to recon-
struct. Section 6 derives this cost and summarizes selected latency observations.
Output invariance and recovery cost are distinct properties of the mechanism.

1.1 Our contributions

1. We specify one parameter set, its complete wire format, and its signature,
cache, and work accounting (Sections 3, 5 and 6).

2. We prove deterministic cache transparency, including termination equiva-
lence, for successfully generated keys and honest cache states (Lemma 2).

3. We give a rollback-game simulation conditional on the common reference
signer’s security, and a counterexample to a general converse from frozen-
state security (Theorem 3 and Section 4.6).

4. We analyze canonical counter selection and the distinction between honest
restoration and counter corruption (Section 4).

5. We derive cache, signing and verification costs and summarize their measured
performance implications (Section 6).

The security result is a transfer theorem: rollback access preserves any ap-
plicable security bound for the common reference signing algorithm. It does not
derive that reference bound from the underlying hash construction. The proof
concerns honest snapshot restoration and atomic completed-call observations;
edited cache contents, interrupted execution and leakage require different inter-
faces.

Section 2 introduces the notation and rollback game. Section 3 specifies
LULA I, and Section 4 establishes correctness, cache transparency and the con-
ditional rollback transfer. Sections 5 and 6 describe the cache architecture, sig-
nature format and computational costs. Discussion and conclusions follow in
Sections 7 and 8; Section A gives the asymptotic and counter-search analysis.

1.2 Related work

Stateful and stateless authorization. XMSS authenticates one-time keys with
Merkle paths and requires that an index not be reused [7, Sections 4.1 and 4.1.9].
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SPHINCS+ uses a few-time component selected by a message digest and certifies
it through a hypertree [3]. SLH-DSA standardizes this architecture with specified
hash functions and parameters [10]. LULA I follows the stateless architecture,
rather than attempting to make a consumption index survive restoration.

Compressed components and variable layers. SPHINCS+C searches for digest
subsets that permit shorter WOTS and FORS evidence [8]. A fixed digit sum
replaces a conventional checksum in the WOTS+C component considered here.
Kudinov and Nick analyze alternative component choices [9, Sections 5 and 13].
Qin, Sun, and Zheng consider varying heights and chain lengths across layers [12].
LULA I uses different heights and widths at different layers; these choices define
the concrete signing function whose cache behavior we study.

Caching and reset attacks. Gravity-SPHINCS demonstrates that caching can
change signing cost and the parameter tradeoff [2]. Ristenpart and Yilek ana-
lyze virtual-machine reset vulnerabilities and hedging against randomness fail-
ures [13]. Our deterministic signer consumes no online random-generator state. It
therefore avoids dependence on a restored generator, conditional on the security
of its message-dependent derivation. This does not establish that determinism
alone implies security.

Limited-use parameter sets. NIST SP 800-230’s initial public draft proposes ad-
ditional SLH-DSA parameter sets with a 224 lifetime signature limit and permits
hypertree caching [5, Table 1 and Section 3]. Its 3,856-byte SHA2-128-24 signa-
tures illustrate why query limits must accompany size comparisons. Fluhrer and
Dang analyze FORS coverage using an occupancy model [6, Section 5]; Sec-
tion 4.7 states the additional modeling assumptions used for LULA I.

Positioning. The third-party Go implementation uses the smallest valid
WOTS+C counter [1]. LULA I likewise requires canonical selection so that
cache reconstruction returns the same counter as preparation. Its contribution is
the specified integration and the conditional rollback-transfer argument, rather
than a new hardness assumption or a general security property of stateless
signatures.

2 Preliminaries

2.1 Notation

All hash nodes are n = 16 bytes. SHA256 produces 32 bytes; Trunc16 selects its
first 16 bytes. Concatenation is denoted by ∥. All integer fields use big-endian
byte order. BE4(c) encodes a 32-bit unsigned integer. bits(D, s, r) reads r bits
starting at zero-based bit offset s, most-significant bit first. Messages are finite
byte strings M with length L.

For a binary Merkle tree of height h, a path contains h sibling nodes, from
the leaf upward. At each level the index parity determines the left/right order.
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The address includes the height and parent index. A subtree is represented in
level-major order: leaves first, then each successive level, ending at the root.

The hypertree has d layers numbered j = 0, . . . , d − 1 from bottom to top.
Layer j has height hj , width wj = 2bj , and ℓj = 128/bj WOTS chains. The
evaluated set has no forced-zero WOTS digits. Its required digit sum is Sj =
ℓj(wj − 1)/2. Define h =

∑
j hj and sj =

∑
i<j hi. For an h-bit index I, the leaf

and tree indices are

qj = (I ≫ sj) mod 2hj , tj = I ≫ (sj + hj). (1)

The FORS+C digest addresses k trees of height a but forces the last index to
zero. Only k′ = k − 1 trees are instantiated and transmitted. This omission is
part of the compressed construction; no secret from an omitted tree is serialized.

2.2 Atomic chosen-message rollback game

Let Π = (KeyGen,Sign,Verify) be a signature scheme whose key-generation al-
gorithm KeyGen returns a public key pk, a secret key sk, and initial mutable
state µ0. A challenger gives pk to an adversary A and maintains a current state,
a handle-indexed snapshot store, and a permanent message set Q. The initial
snapshot has handle 0; subsequent snapshots receive sequential integer labels
that disclose no state contents. The following commands are allowed:

– Sign(M) returns σ and updates the current state atomically; it adds M to
Q.

– Snapshot() stores the complete current restorable state and returns an
opaque handle.

– Restore(u) restores a previously stored snapshot. It does not remove messages
from Q or erase the adversary’s observations.

The adversary may restore the initial snapshot or snapshots between any two
completed signing calls, branch repeatedly, and choose its next message adap-
tively. State contents remain secret. Restoration installs an honest earlier state
of the same key and parameter set; arbitrary edited bytes are not a restoration
operation in this game.

At most Q signing queries are counted across all branches. The adversary
also has computational budget T and, in a random-oracle formulation, at most
qH adversarial hash-oracle queries. The time budget counts local adversary and
simulator computation; the honest signing oracle’s internal work is accounted
for separately in Section 6. Snapshot and restoration commands are finite and
bounded by the adversary’s total resources, but no fixed security-critical restora-
tion limit is imposed. A fresh-message forgery wins when

Verify(pk,M∗, σ∗) = 1 and M∗ /∈ Q. (2)

Define Adveuf-cma-rb
Π (A) as the probability of this event over key generation, ad-

versarial coins, and any explicitly modeled hash or signing randomness. The
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Table 1. The single evaluated LULA I parameter set. The last column identifies pre-
pared layers; it is not an authorization counter.

Component hj bj wj ℓj Sj Cache

Layers 0–3, each 5 4 16 32 240 No
Layer 4 21 8 256 16 2040 Yes

Node bytes n 16 Total height h 41
FORS digest trees k 18 FORS height a 9
Transmitted trees k′ 17 Hypertree layers d 5

definition is parameterized by (Q,T, qH); fixing Q alone does not specify a con-
crete security level.

Ordinary existential unforgeability under chosen-message attacks (EUF-
CMA) removes snapshot and restoration commands. It uses the same perma-
nent freshness set. We study existential unforgeability, not strong unforgeability:
another signature on a queried message is not a winning forgery.

2.3 Randomness and observation model

In a restored-randomness model, generator state is part of the snapshot. In a
fresh-entropy model, new independent coins remain available after restoration.
LULA I’s implemented signer is deterministic given (sk,M) and does not call ei-
ther generator, so both models induce the same outputs. Key generation requires
securely sampled secret material.

The game omits elapsed times, crash behavior, partial signatures, and ac-
cess to the cache bytes. It therefore proves no timing noninterference or leakage
guarantee. Mid-call restoration is excluded by atomicity. A nonterminating sign-
ing request prevents that experiment from reaching a winning completion. A
real implementation that publishes partial work, resumes corrupted execution
frames, or reveals timing information needs a stronger model.

3 LULA I construction

3.1 Parameters and key material

Table 1 fixes the evaluated parameter set; Section 5.1 also gives an unevaluated
height illustration. The evaluated digest uses ka + h = 203 of the 256 output
bits, including nine forced-zero bits. The public key is PK.seed∥PK.root (32
bytes). The stored master seed is SK.seed∥SK.prf∥PK.seed (48 bytes); each
component is 16 bytes. The public root is also retained by the signer. Expanded
context and allocations are additional memory, not additional transmitted key
fields.
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3.2 Addresses and hashes

An address is exactly 22 bytes:

ADRS = layer1∥tree8∥type1∥keypair4∥word24∥word34.

Subscripts give field sizes in bytes. Types 0–7 denote WOTS chain, WOTS
public-key compression, hypertree node, FORS node, FORS-root compression,
WOTS-secret derivation, FORS-secret derivation, and WOTS+C message di-
gest, respectively. Word 2 is a chain index or tree height; word 3 is a chain
position or node index. Unused fields are zero. These types separate the imple-
mented domains; they do not imply that arbitrary uses of SHA-256 satisfy all
required cryptographic assumptions.

For byte string X, the implemented tweakable function is

Th(A,X) = Trunc16
(
SHA256(PK.seed∥048 bytes∥A∥X)

)
. (3)

The leaf function is F (A, x) = Th(A, x) and the binary node function is
H(A, x, y) = Th(A, x∥y). Secret derivation uses PRF(A) = Th(A,SK.seed).
SHA-256’s compression state after the first 64-byte prefix is prepared once per
context. No nonstandard compression padding is introduced.

The message functions are

R(M) = Trunc16
(
SHA256(SK.prf∥PK.seed∥M)

)
,

U(M) = SHA256(R(M)∥PK.seed∥PK.root∥M), (4)
Dc(M) = SHA256(U(M)∥BE4(c)∥PK.seed).

The signer selects the smallest c ∈ {0, . . . , 232−1} for which bits(Dc, 153, 9) = 0.
The first 153 bits select 17 FORS indices; bits 162–202 select I. Verification
recomputes these values using transmitted R and c, rather than checking that
R was secretly derived. Consequently, an unforgeability argument must cover
adversarial choices of both fields.

These functions differ from standardized SLH-DSA’s HMAC-based message
randomizer, message expansion, and external context interface [10, Sections 10.2,
10.3, and 11.2]. LULA I is not SLH-DSA conformant. Its raw-message interface
provides no standardized application-context or prehash wrapper.

3.3 WOTS+C keys

For address (j, t, q) and a 16-byte value V , let

Ec(V ) = Th(ADRS(j, t, 7, q, 0, 0), V ∥BE4(c)).

Read Ec(V ) as ℓj base-wj digits e0, . . . , eℓj−1. A counter is accepted when∑
i ei = Sj . FirstCounter(j, t, q, V ) returns the smallest accepted counter. The

secret chain start is
xi = PRF(ADRS(j, t, 5, q, i, 0)).
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Algorithm 1: LULA I KeyGen
Input: Parameters in Table 1; securely sampled 48-byte seed s
Output: (pk, sk, C)

1 Split s into (SK.seed, SK.prf, PK.seed);
2 Initialize the seed-derived hash context ctx from (SK.seed, SK.prf, PK.seed),

including the SHA-256 prefix state;
3 C ← CachePrepare(ctx) using Algorithm 2;
4 PK.root← C.topTree.root;
5 pk ← PK.seed∥PK.root;
6 return (pk, (s, PK.root), C);

To advance from position u by v steps, apply F (ADRS(j, t, 0, q, i, p), ·) succes-
sively for p = u, . . . , u + v − 1. The public key is the type-1 compression of all
endpoints at position wj−1. A signature on V contains c and the ℓj chain values
at positions ei. Verification completes each chain and compresses the endpoints.

Layer-tree leaves are these WOTS public keys. A type-2 address identifies
each Merkle node by (j, t, height, index). The child value signed at layer 0 is the
FORS public key associated with (t0, q0). For layer j > 0, it is the root of subtree
(j − 1, tj2

hj + qj). Both values are fixed by the key and address, independently
of the message that routes through them.

3.4 FORS+C component

For tree r ∈ {0, . . . , 16} and leaf i < 512, define the global index g = 512r + i.
The secret is the type-6 PRF at (0, t0, q0, g); its leaf image is the type-3 hash at
height zero and index g. At height v, the address index is r2a−v + iv, where iv is
the local index at that level. A FORS signature reveals one selected secret and
its nine siblings per tree. A type-4 compression of the 17 reconstructed roots
gives V0.

The implementation instantiates only the 17 real trees; no implicit secret is
transmitted for the omitted tree. Both signing and verification enforce the zero
condition on the eighteenth index.

3.5 Key generation and cache preparation

Algorithms 1 and 2 define key generation from a securely sampled seed and
cache preparation. LULA I prepares one height-21 top subtree and one canonical
counter for each of its 221 leaves. Preparing a counter requires the corresponding
height-5 child root.

3.6 Signing and public verification

Algorithms 3 and 4 specify the transmitted object, including every counter.
Neither algorithm consults a consumption index. An honest cache entry changes
which computations are repeated; it does not change their outputs.
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Algorithm 2: LULA I CachePrepare
Input: Seed-derived hash context ctx and fixed parameters
Output: Top-tree nodes and canonical counters

1 for q = 0, . . . , 221 − 1 do
2 yq ←WotsPK(4, 0, q);
3 Vq ← Root(Subtree(3, q));
4 cq ← FirstCounter(4, 0, q, Vq);
5 end
6 T ← MerkleBuild(4, 0, y0, . . . , y221−1);
7 return C = (T, (cq)q<221);

Restoration installs an honest copy of the prepared cache. Algorithm 5 spec-
ifies lookup and recomputation; it does not authenticate arbitrary edited cache
contents.

4 Correctness and security

4.1 Correctness

Lemma 1 (Chain and tree reconstruction). For a successfully generated
key and terminating counter searches, a signature produced with honest cache
contents is accepted by the verifier.

Proof. Completing a chain from its signed position ei applies the remaining
wj − 1 − ei addressed hashes, yielding the same endpoint used in its public
key. Public-key compression therefore reconstructs the corresponding leaf. Each
authentication path then reconstructs its subtree root with the same addressed
left/right ordering. FORS reconstruction begins with the revealed secret and
reconstructs its selected leaf and root in each of the 17 trees. Its root compression
equals the value signed at layer 0. Induction over the five hypertree layers gives
the top-tree root fixed at key generation. The digest predicates hold by the
counter searches. The serialized length equals the parser’s required length by
Equation (6). ⊓⊔

Counter searches are partial computations over a 32-bit counter space. An
accepted counter is not assumed to exist for every input. Lemma 1 is therefore
conditional on termination; counter exhaustion is outside the successful-return
behavior specified here.

4.2 Reference-signer security

The security of the reference signer is a premise of the rollback transfer. The
mechanism does not establish primitive or composition bounds for its secret
derivations, message randomizer, FORS disclosure, WOTS+C substitutions or
Merkle compressions. An applicable reference bound must cover the exact signing
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Algorithm 3: LULA I Sign
Input: (sk, PK.root, C,M)
Output: Serialized signature σ

1 Compute R,U from Equation (4);
2 cF ← smallest counter with bits(DcF , 153, 9) = 0;
3 Extract i0, . . . , i16 and I from DcF ;
4 Derive (t0, q0) from Equation (1);
5 (σF , V )← ForsSign(t0, q0, (ir)r);
6 σ ← R∥BE4(cF )∥σF ;
7 Let x

(j)
i denote the secret chain starts at leaf (j, tj , qj), as defined in the

WOTS+C section;
8 for j = 0, . . . , 4 do
9 Derive (tj , qj) from Equation (1);

10 Obtain (c, T ) by Algorithm 5;
11 e← digits of Ec(V );
12 W ← (Chain(x

(j)
i , 0, ei))i<ℓj ;

13 σ ← σ∥BE4(c)∥W∥Auth(T, qj);
14 V ← Root(T );
15 end
16 return σ;

function and the public verifier, including adversarial choices of the transmitted
randomizer and counters.

The transfer proof compares the public signing interfaces and does not de-
pend on a particular hash idealization. Its signing-query and adversarial hash-
query accounting excludes honest oracle-internal work, which changes with cache
availability. The result concerns preservation of a reference bound under the de-
clared restoration interface.

4.3 Constant-sum chains and repeated certification

For two accepted digit vectors e, e′ with the same sum Sj , componentwise domi-
nation e′i ≥ ei for all i implies e′ = e. Thus one WOTS+C exposure cannot reach
a different accepted digit vector solely by advancing every chain. This antichain
fact explains the target-sum predicate, but leaves digest collisions, inversions,
multi-target attacks, and certification composition to the cryptographic proof.

When two distinct accepted vectors are exposed at the same address, their
coordinatewise minima can have sum below Sj . A new target vector can then
dominate those minima while still having sum Sj . Canonical counter selection
prevents this particular second-vector exposure during honest repeated certi-
fication. A public verifier checks acceptance of a counter, not its minimality;
signer-side canonicality is therefore a security dependency.
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Algorithm 4: LULA I Verify
Input: (pk,M, σ)
Output: Boolean

1 Reject unless |pk| = 32 and |σ| = 5720;
2 Parse fields in the order of Table 3;
3 Recompute U,DcF from transmitted R, cF and (pk,M);
4 Reject unless bits(DcF , 153, 9) = 0;
5 Extract FORS indices and I; derive (t0, q0);
6 V ← ForsPKFromSig(t0, q0, (ir)r, σF );
7 for j = 0, . . . , 4 do
8 Derive (tj , qj); read the layer counter cj ;
9 e← digits of Ecj (V );

10 Reject unless
∑

i ei = Sj ;
11 Reconstruct the WOTS public key Pj by completing each chain;
12 V ← RootFromPath(j, tj , qj , Pj , pathj);
13 end
14 return V = PK.root;

4.4 Restoration and cache corruption

Arbitrary writes to cache nodes or counters are fault attacks. Algorithm 5 re-
computes a rejected counter, but accepts an alternative valid counter without
testing minimality. A miniature instance yields a different accepted signature on
the same message after such a write. This is not a fresh-message forgery, but
it disproves transparency under arbitrary counter corruption. Adjacent cached
layers additionally require integrity protection when their roots become values
signed by upper keys.

4.5 Cache transparency and rollback transfer

Let Sign◦(sk,M) be the reference algorithm with every layer recomputed and
all searches starting at zero. Let C(sk) contain either the complete honest top-
layer cache or its absent representation. For LULA I, these are the supported
cache regimes; restoring an older prepared cache yields the same entries because
signing does not modify them.

Lemma 2 (Deterministic cache transparency). For each successfully gen-
erated key, message M , and C ∈ C(sk), signing with C terminates if and only if
the reference signing request terminates. Whenever they terminate,

Sign(sk, C,M) = Sign◦(sk,M).

Deleting any whole configured cache layer has the same property in parameter
sets whose cached layers form a top segment and whose remaining entries are
honest.
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Algorithm 5: LULA I CacheRestore: cache lookup and cache-miss re-
computation

Input: Layer j, route (t, q), current child value V , honest cache C
Output: Counter c and subtree T

1 if j = 4 and the complete top-layer cache is present then
2 T ← C.topTree; c← C.counters[q];
3 if c does not satisfy the digit-sum predicate for V then
4 c← FirstCounter(j, t, q, V );
5 end
6 else
7 c← FirstCounter(j, t, q, V );
8 T ← BuildSubtree(j, t);
9 end

10 return (c, T );

Proof. The message functions and selected route do not read the cache. The
FORS computation is unchanged. At an uncached layer, the reference compu-
tation is performed directly. At a cached layer, the stored subtree is exactly its
deterministic seed-derived subtree. Its child value equals the root of the refer-
enced child subtree, whether that root is recomputed or honestly cached. The
stored counter is the smallest accepted counter for that value and address, ex-
actly as in the reference search. Successful preparation proves that this counter
exists, so the corresponding reference search terminates. The remaining searches
are identical in both executions. Thus termination agrees, and chain signatures
and paths match whenever both executions terminate. Induction over the layers
yields equality of all output fields. ⊓⊔

Theorem 3 (Rollback-security transfer). Suppose a deterministic signer
satisfies Lemma 2, including termination equivalence, for every honestly reach-
able and restorable state, shares its public key and verifier with Π◦, and emits
only completed signatures. A nonterminating signing request produces no further
public response in either game; explicit failure responses, crashes, and timing ob-
servations require their own shared-oracle semantics. For every atomic rollback
adversary A making at most Q signing queries there is an ordinary EUF-CMA
adversary B making the same number of queries such that

Adveuf-cma-rb
Π (A) = Adveuf-cma

Π◦ (B).

The simulator adds no adversarial hash-oracle queries and no probability loss.
Honest signing-oracle work can differ between cache regimes and is not included
in this query-preservation statement. Using sequential integer handles and direct-
index membership checks, its bookkeeping requires a constant number of word-
RAM operations per command, in addition to running A. Handle encodings and
bit-level costs depend on the number of snapshots.

Proof. B forwards every signing query to its reference signing oracle. It re-
turns the next sequential integer handle for each snapshot and checks the range
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of restoration handles, without changing any cryptographic state. Termination
equivalence preserves whether each signing request returns a response. By de-
terministic transparency, every returned signature is exactly the signature that
A would receive after its selected history. Both games maintain the same per-
manent set of queried messages. Coupling the key, adversarial randomness, and
hash interface therefore gives identical public transcripts and the same winning
event. The bookkeeping uses no hash query. ⊓⊔

Security consequence. The proof of Theorem 3 is a transcript simulation for
the stated atomic interface. If the exact reference signer has bound ε(Q,T, qH),
the rollback signer inherits that bound with the simulator’s time overhead. No
concrete ε for the full instantiation is established here. Rollback resilience here
means this conditional transfer together with the proved equality of the signing
function under honest restoration.

In LULA I, the construction-specific condition for the transfer theorem is de-
terministic cache transparency. LULA I has no mutable authorization index, and
its cache is read-only during signing (Sections 3 and 5). A cache that selects a
history-dependent counter can violate transparency: the cache-corruption exam-
ple returns a different accepted chain vector at the same address (Section 4). The
theorem therefore separates that mechanism-level condition from the unresolved
security of the common reference signer.

State need not consist exclusively of deterministic key-derived bytes. A diag-
nostic counter or random eviction policy can be harmless if it preserves termina-
tion behavior and returned signatures in the declared interface. For randomized
reference signers, equality of separate marginal distributions at each frozen state
is insufficient when restored randomness creates correlations across calls; a joint
transcript coupling is required.

4.6 Frozen-state security and adaptive rollback

Restoring one snapshot before every query gives an adversary access to its frozen
signing function. Hence rollback security implies the appropriate frozen-state se-
curity, after charging the queries used to reach that state and preserving fresh-
ness across the reaching history. It does not follow that security of every frozen
function implies security of an adaptive tree of branches.

The following generic counterexample makes the missing implication explicit.
Take any secure stateless signature scheme with fixed-length secret key sk. Sam-
ple an independent uniform pad x of that length and set y = x⊕ sk. The initial
state signs normally and chooses an absorbing branch b ∈ {0, 1} according to a
public bit of the first message. Subsequent signatures contain the normal signa-
ture and share x if b = 0, or y if b = 1; verification ignores that share. Figure 1
shows why the permanent adversarial transcript combines branches.

Each frozen initial signer is the base signer without a share. Each frozen
absorbing signer reveals only one share, which is independent of sk and can
be simulated. A sequential path reveals at most one share. An adversary can
instead snapshot the initial state, enter branch 0 and obtain x, restore, enter
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Initial snapshot
no share emitted

Branch 0
reveals x

Restored branch 1
reveals y

Permanent public transcript
x ⊕ y = sk; fresh-message forgery

Figure 1. A counterexample to the converse frozen-state implication. Each branch
reveals one share that is individually independent of the secret key, but restoration
does not erase the adversary’s earlier observations. LULA I’s honest caches avoid this
mechanism by preserving one signing function.

branch 1 and obtain y, recover sk = x ⊕ y, and sign a fresh message. This is
a conditional cryptographic counterexample built from any secure base scheme.
This counterexample does not attack LULA I, whose honest caches preserve one
common function.

4.7 Signing-query objective and FORS coverage

We consider a use objective of 240 signing queries across restored branches. It is
conditional on the unresolved full reference-signer bound, rather than a certified
signing capacity.

The model considers a generic classical FORS coverage attack, following the
occupancy analysis of Fluhrer and Dang [6, Section 5, Equation (1)]. It assumes
independent uniform address and tree-index selections. For LULA I, with ρ =
2−41, r = 1− 2−9 and N exposures at one address, coverage of the 17 real trees
has probability (1 − rN )17. A raw candidate must also satisfy the nine-bit zero
condition. Expanding the power gives

praw = 2−9
17∑
j=0

(−1)j
(
17

j

)
E[rjN ].

For Binomial occupancy, N ∼ Bin(qsig, ρ) and E[rjN ] = (1 − ρ + ρrj)qsig . The
Poisson approximation uses λ = qsigρ and E[rjN ] = exp(λ(rj − 1)). Both evalu-
ations agree at the displayed precision for LULA I.

At 240 queries, 132.6 is a per-candidate FORS+C exponent, not a 128-bit
bound for the complete signer. The calculation does not establish the selection
distribution of the deterministic signer, control adaptive forged randomizers and
counters, or close the hypertree and primitive reductions. Additional signing
queries reduce the component exponent; no certified threshold follows from this
model alone.

13



Table 2. Classical FORS+C coverage-model exponents per raw digest candidate for
the fixed LULA I parameters. Independent uniform selections are assumed. These com-
ponent values are not full-signature security bounds.

Signing queries − log2 praw

238 143.3
240 132.6
241 125.9

5 Cache-accelerated signing

Figure 2 separates the source of authorization from its accelerated computations.
The secret seed defines chain starts and FORS secrets; public addresses define
their domains. The cache supplies previously computed nodes and counters. It
supplies no trusted record of previously signed messages.

Message and key
deterministic digest

FORS indices and
hypertree route

Secret seed
chain starts and trees

FORS, lower trees,
and chain signing

Top tree and
canonical counters

Signature
5,720 bytes

Public reconstruction
root comparison

Figure 2. LULA I’s dependency graph. Authorization follows the secret-derived ob-
jects and public verification. The cache accelerates fixed computations; removing the
honest cache preserves signature bytes whenever signing terminates, but adds top-tree
reconstruction and search.

The top cache contains (222−1) nodes and 221 counters. Its payload is exactly

Cbytes = 16(222 − 1) + 4 · 221 = 75,497,456 bytes. (5)

This is 72 MiB minus 16 bytes. It excludes allocation headers, spare vector
capacity, context and temporary preparation buffers; these are distinct from the
cache payload.

Cache age does not enter the signing function: an older honest prepared
snapshot contains the same nodes and canonical counters. A seed-only backup
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permits reconstruction but retains none of its computational acceleration. With-
out the top-layer cache, each signature recomputes that tree; signing does not
itself retain a replacement cache.

5.1 Less cache memory and the security claim

The payload comprises 64 MiB minus 16 bytes of tree nodes and 8 MiB of coun-
ters. With the evaluated parameters unchanged, omitting the retained top cache
preserves the 5,720-byte signatures, the reference signing function and its con-
ditional security transfer. The cost is top-tree reconstruction and counter search
on each signature. It does not eliminate working memory: uncached signing still
materializes the temporary tree. The evaluated implementation supports a com-
plete or absent top cache; intermediate cache policies are not implemented or
measured here.

Reducing memory by changing parameters is a different choice. At fixed
node and counter widths, a top tree of height h4 has payload 36 · 2h4 − 16 bytes.
As an analytical illustration, lowering h4 from 21 to 20 while retaining four
height-5 lower layers gives 37,748,720 bytes (36 MiB minus 16 bytes), 5,704-byte
signatures and total height 40. At 240 signing queries, the same independent-
selection FORS+C model gives a per-candidate exponent of 125.9 instead of
132.6. This is an unevaluated component calculation, not a full-security bound.
Reallocating the removed height to another layer changes the work balance and
requires a separate parameter analysis.

6 Signature format, computational cost, and performance

6.1 Exact wire format

Table 3 gives every transmitted field in order. The parameter set is fixed exter-
nally and no parameter identifier is included in the signature. This is acceptable
for a fixed-parameter interface but requires an explicit protocol identifier when
integrating multiple schemes.

The size follows directly from the loops in Algorithm 3:

|σ| = 16 + 4 + 16 · 17(9 + 1) +

4∑
j=0

(4 + 16ℓj + 16hj)

= 16 + 4 + 2720 + 5 · 596 = 5720 bytes. (6)

Each layer happens to occupy 596 bytes for this set: the top layer trades 16 fewer
chain values for 16 more path nodes. This equality does not hold for arbitrary
parameter sets.

6.2 Verification complexity

Let b(x) = ⌈(x + 9)/64⌉ be the number of SHA-256 blocks for an x-byte suffix
after a prepared 64-byte prefix. A WOTS public-key compression costs b(22 +
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Table 3. LULA I signature serialization. Offsets are zero based; counters are 32-bit
big-endian integers. No message, public key, or padding is included in the signature.

Field Offset Bytes

Randomizer R 0 16
FORS+C counter cF 16 4
17 FORS secrets and nine-node
paths

20 2720

Layer 0: counter, 32 values, 5
siblings

2740 596

Layer 1: counter, 32 values, 5
siblings

3336 596

Layer 2: counter, 32 values, 5
siblings

3932 596

Layer 3: counter, 32 values, 5
siblings

4528 596

Layer 4: counter, 16 values, 21
siblings

5124 596

Total 5720

16ℓj) additional compressions. Chain completion costs ℓj(wj − 1)− Sj , which is
constant for accepted digit vectors.

For a 32-byte message, verification requires 3,265 SHA-256 compressions after
the fixed public-prefix state is available (Table 4). Preparing that state adds one
compression, giving 3,266 in total. A hash invocation may process several blocks,
so hash calls and compression operations are different units.

For message length L, the verification subtotal is 3263+ ⌈(L+57)/64⌉. Sign-
ing also hashes SK.prf∥PK.seed∥M , costing ⌈(L+41)/64⌉ blocks. Unbounded
message length precludes a universal fixed signing or verification latency bound.

6.3 Prepared signing and search tails

Let GF (M) count outer digest trials up to the first FORS+C acceptance, in-
cluding the accepted trial. Let Gj(M) count WOTS+C digest trials at uncached
layer j, also including the accepted trial. For a 32-byte message, the signing work
decomposes as

Whot(M) = 96,082 +GF (M) +

3∑
j=0

Gj(M). (7)

The fixed term includes 26,117 FORS compressions, four reconstructed height-5
trees, chain signing, digest checks after searching, and top-layer signing. The top
counter search is paid during preparation. The FORS decomposition is 17(512+
512 + 511 + 1) + 5 = 26,117: each tree has secret derivations, leaf hashes, inner
hashes, and one selected-secret rederivation; root compression costs five blocks.
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Table 4. Valid-signature verification work for a 32-byte message. The subtotal excludes
the fixed public-prefix initialization. Malformed signatures may reject early.

Operation Compressions

Message inner hash and outer digest 3
FORS leaves, paths, and root compression 175
Four lower WOTS+C reconstructions and
paths

1020

Top WOTS+C reconstruction and path 2067

Verification subtotal 3265
Prefix-context initialization 1

Total including prefix setup 3266

With the child-tree count below, the fixed term is

4 + 26,117 + 4(16,703 + 32 + 240 + 1) + 16 + 2040 + 1 = 96,082.

The four initial blocks compute the randomizer and inner digest for a 32-byte
message. Each lower layer adds its tree, 32 secret derivations, 240 chain steps
and one accepted-digest recomputation. The last terms derive and sign the top
key and recompute its accepted digest. Search trials remain in GF and Gj .

For an idealized unbounded sequence of independent uniform candidate di-
gests, the trial-count proxy for GF is geometric with success probability 2−9. At
layer j, let νj = [xSj ](1 + x + · · · + xwj−1)ℓj . Its search success probability is
pj = νj/w

ℓj
j . The unbounded geometric proxy has mean 1/pj and tail (1− pj)

t.
The tail law describes executable trials only while counters remain distinct,

with t ≤ 232. Under the independence premise, the event that all N = 232

candidates are rejected has probability (1− pj)
N ; this model does not establish

that every executable search terminates. A confidence budget split among all
five online searches gives a probabilistic work quantile through a union bound.
It does not give certified worst-case time.

6.4 Preparation and missing-cache cost

One top-layer WOTS public key costs 16 ·255+16+5 = 4101 counted compres-
sions: 16 chains of 255 steps, 16 secret derivations, and five blocks for public-key
compression. Recomputing the height-21 subtree costs

221 · 4101 + (221 − 1) = 8,602,517,503

compressions, before the other signing work and the top counter search. This tree
reconstruction explains the cold penalty independently of elapsed-time measure-
ments.
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Table 5. Elapsed latencies in milliseconds for complete raw messages. N counts re-
peated calls per operation, not independent keys. LULA I uses a prepared cache at a
conditional 240-query objective; SLH-DSA uses its published 264-query targets.

Implementation Message N Sign median Sign p99 Verify median Verify p99

LULA I 32 B 6000 3.5917 6.3176 0.1186 0.2040
1 KiB 6000 3.5610 4.9656 0.1194 0.2633
64 KiB 6000 3.6371 5.6228 0.1453 0.2703

SHA2-128f 32 B 6000 10.7753 16.9220 0.6311 1.0835
1 KiB 6000 10.8329 20.1320 0.6326 1.1071
64 KiB 6000 10.8369 15.9241 0.6909 1.1457

SHA2-128s 32 B 1200 232.1651 330.2543 0.2295 0.4604
1 KiB 1200 231.7642 324.0112 0.2278 0.4940
64 KiB 1200 231.1751 312.0871 0.2968 0.6498

Under the idealized unbounded independent-trial search model, preparation’s
expected executed cost, including the initial prefix block, is

221
(
4101 + 16,703 +

1

p4
+ 1

)
.

16,703 = 32 · 521 + 31 is the height-5 child-tree work: 32 WOTS public keys of
32 · 15 + 32 + 9 = 521 compressions, and 31 inner-node hashes.

6.5 Latency consequences of caching

The cost reduction is reflected in the selected elapsed-time observations in Ta-
ble 5. These measurements used one pinned logical processor on a machine with
32 GiB of RAM. LULA I used Rust with sha2 0.10.9; SLH-DSA used OpenSSL
3.5.7 with default hedged signing [11]. The hash backends were not matched, the
physical core was not isolated, and repeated calls are not independent key trials.
The 32-byte inputs are raw messages, not a standardized prehash mode. The
LULA I 240-query objective is conditional; the SLH-DSA sets have published
264-query targets. These timings therefore do not establish a common-security
ranking.

Results pool six blocks per message length, with 1,000 calls per operation in
each block for LULA I and SHA2-128f and 200 for SHA2-128s; LULA I used two
keys, three blocks each. The two SHA2-128s verification cells at 1 KiB and 64
KiB failed the repeatability criterion: their largest block p99/median ratios were
3.372 and 3.426, exceeding the threshold of three. Their pooled results remain
in the table. Medians use the midpoint of the central observations and p99 uses
nearest rank.

Under the honest-cache model, cache availability affects first-use latency but
leaves serialized signature size unchanged. For one key and a 32-byte message,
fifteen process restarts with a saved cache had a median of 5.7000569 seconds for
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Table 6. Auxiliary observations on 32-byte messages under background load. Latencies
are milliseconds; N counts calls per operation. The security and state assumptions of
these implementations are not normalized.

Implementation Signature bytes N Sign median Verify median

SHRINCS C B32, stateful 324–3,508 200 48.520 0.120
SHRINCS C B32, forced fallback 3,680 20 471.961 0.448
Compact C reconstruction 3,952 20 3613.611 0.542
Compact third-party Go 4,036 12 1897.784 0.905

The stateful size range covers the 200 measured indices, not a certified signing
capacity. The compact configurations refer to published 240-query examples; that
reference does not certify these implementations. Forced fallback is neither measured
reliable loss detection nor a naturally exhausted stateful history.

loading plus first signing, excluding process launch; the first signing call alone
had a median of 0.0035796 seconds. Three individual first signatures after com-
plete cache loss took 331.8369642, 337.5630796 and 330.0493122 seconds. These
are individual observations, not an estimated recovery distribution. A separate,
single-worker observation of complete key generation with cache preparation
took 2,216.118 seconds. None of these elapsed times is a guaranteed worst-case
bound.

Comparison with compact constructions. Table 6 gives separate observations
of upstream SHRINCS C B32 [4] and two compact implementations motivated
by Kudinov–Nick [9]. The latter are our C reconstruction and third-party Go
code [1], rather than the authors’ optimized implementation; we have not es-
tablished a security reduction for their exact encodings. The different workload,
state and preprocessing assumptions preclude pooling these timings with Table 5.

Silent reuse of a consumption index and honest restoration of LULA I’s cache
have different security meanings. The target-sum reuse argument is a model
analysis; no forgery was run against a real SHRINCS implementation. Neither
table establishes a security-normalized ranking.

7 Discussion

LULA I separates the source of authorization from the computations retained
to accelerate signing. Honest restoration preserves a common partial signing
function, and the transcript simulation transfers any applicable reference-signer
bound. It does not establish that bound. The theorem concerns complete signing
responses and honest snapshots; arbitrary cache modification, partial publication
and timing leakage require different interfaces.

Preparation removes the top tree from online signing but introduces a sub-
stantial memory and recovery cost. This tradeoff concerns the specified pa-
rameter set and does not by itself establish a new cryptographic property of
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caching. The fixed-sum and canonical-counter mechanisms still require a com-
plete reference-signer reduction.

8 Conclusion

LULA I makes the separation between authorization state and acceleration state
explicit. Whenever signing terminates, honest prepared-cache restoration and
cache removal preserve its deterministic signature bytes, and a transcript simu-
lation transfers any established bound for the common reference signer without
signing-query loss. The reference bound itself remains unresolved for the com-
plete instantiation.

The construction has 5,720-byte signatures and approximately 72 MiB of
cache payload. Retaining the top tree removes more than eight billion compres-
sions from each signing call. Its absence restores that cost without changing the
signature under honest-cache conditions. The FORS+C estimates in Table 2 are
component-model values, not full-signature security levels or certified capacities.
The resulting distinction is structural: cache availability changes computation,
while canonical reconstruction preserves the signing function.

Project repository: https://github.com/Ring0-Network/lula.
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A Counter search and asymptotic costs

For parameters (k′, a, (hj , wj , ℓj)j) and counter trials GF , Gj , uncached signing
uses

O

L+ k′2a +
∑
j

2hj ℓjwj +GF +
∑
j

Gj


hash work, with the message-hashing term expressed in bytes. During uncached
signing, the implemented materialized-tree representation uses O(2a+maxj 2

hj )
nodes, plus output and working vectors. Streaming tree algorithms could change
this memory cost, but they are not implemented here. Prepared signing replaces
the cached layers’ tree and search terms with chain-signing and lookup work.
Valid verification uses O(L + k′a +

∑
j(ℓjwj + hj)) hash work and signature-

sized storage.
Top-cache payload is Θ(n2h4). Preparation evaluates 2h4 top public keys and

child roots, plus their canonical searches. The cost dependence on 2h4 explains
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the cold penalty structurally. Treating searches as bounded by their means would
erase a necessary resource variable.

For independent candidate trials with 0 < p < 1 and an allotted failure
probability 0 < δ < 1, the idealized failure probability is at most δ at trial count

t ≥
⌈

log δ

log(1− p)

⌉
.

This distributional statement assumes an idealized hash model. For a 32-bit
search it applies only if the required trial count is at most 232 and the counters
remain distinct. A smaller δ than (1−p)2

32

cannot be reached by extending that
same finite counter space. It supplies no wall-clock bound and does not justify
wrapping a 32-bit counter. Fixed valid-signature verification work also leaves the
signer’s search-exhaustion obligation unchanged.

Note: I named it LULA because I felt like it. Sorry, friends—I need to have some
fun sometimes.
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